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Pr ef ace

Thi s document details the procedures for custom zing a
SPARC/ Sol ari s based machine so that it can be used to manage EMC Vol une
Logi x Dat abase(s), as well as run Open Symmetrix Manager (OSM and the
ECC SymmCLlI command set. The di agram bel ow shows how such a managenent
station integrates into an EMC based Enterprise Storage Network. The
box at the bottomof the figure represents the SPARC/ Sol ari s based
machi ne to which the custom zation instructions in this docunent apply.
The docunent assunes that a patched 'S is already running, and that
the custom EMC Fi bre cards from Jaycor Networks Inc. (JN') have already
been installed. Further, it is also assuned, for purposes of
illustration, that the system being custom zed is SBus based. The steps
for PCl based systens are identical, but you Il have to replace SBus
specific quantities, instructions, paraneters etc., with its PCl
counterpart.

EMC Symmetrix00 EMC Symmetrix01
FA Port FA Port
Sw: 0 Port: X Sw: 1 Port: X

"

. EMC Connectrix o

Sw: 0 Port: Y Sw: 1 Port: Y

JNI JNI
Shus 0 Shus 1

Sparc Based Mgmt. Host
(Vol Logix & OSM Admin.)
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Step. 1 The first step is to install the | atest EMC

supported version of the JNI driver for the FC64-1063 JNI fibre boards.
Avai l abl e as a SVR4 package fromthe JNI website, http://ww.jni.com
it is installed using the pkgadd(1M conmmand as shown here:

root # pkgadd —d JNI f caweEMC. pkg

Step. 2 Next, we set specific paraneters in the
/ kernel /drv/fcaw. conf file to val ues which depend on how other rel ated
conponents of this system has been confi gured.

# Set if EMC PowerPath is being used. This tells the fcaw driver to

# notify the sd driver of a failure within the tinmeout specified

# (in seconds), as opposed to waiting indefinitely or returning a busy
# status. This, in turn, will let the encpower PowerPath driver know
# to initiate a fail over.

fail over = 60;

# Set the verbose flag so that fibre rel ated di agnostic nessages

# are echoed to the tty Console (in addition to being | ogged to the
# [var/adm n/ messages file). Default is O.

fca_verbose = 1;

# For FC-SWswitch fabric protocol.

# Set this to “1” if the HBA cards are connected to a EMC
# Connectrix fibre switch (instead of directly to a EMC
# Symmetrix FA port, or fibre hub). Set to O otherw se.
fca _nport = 1;

# Set this paraneter to “fas” if you want to use persistent

# binding (the default is “fcaw”). Persistent binding allows the

# user to determ ne the target each LUN will have, by specifying its

# value in the /kernel/drv/sd.conf file (Note: the Controller number is
# still determ ned by Solaris, and the LUN nunber still determ ned

# by the EMC bin file). Basically the fas token tells the kernel not

# to probe the SCSI chain in search of target information. Sinply

# use the val ues specified in the /kernel/drv/sd.conf file.

def _hba_binding = "fas";

# For FC-AL Arbitrated Loop protocol; i.e. connections to a FA port,
# either directly or through a fibre hub. (Note: Persistent (target)
# binding is not possible with this schene.) Is this true???

# For fibre connections directly to a FA port, or through a fibre hub.
fca_nport = 0;

# Any hba not explicitly bound in the sd.conf file

# will be allowed to probe all targets/LUN conbi nations.
def hba binding = "fcaw";
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Step. 3 Next, edit the /etc/systemfile and inplenment EMC and/ or
JNI recomrended kernel paraneter settings.

# The foll owi ng kernel paranmeters are reconmended in the EMC Power Pat h
# manual and/or in the Jaycor driver instructions. Refer to the |atest
# revisions of these docunents for additions and/or nodifications.

set sd:sd io tinme = 0x78
set sd:sd max_throttle = 20
set scsi_options = 0Ox7f8

Step. 4 Next, perform a reconfiguration reboot to build Solaris
devices for the JNI card instances.

[ root# reboot -- -r

Step.5 The next step is to upgrade the Fcode firmvare on the JNI

fibre boards to the | atest EMJ JN supported revision, followed by
anot her reboot. The | atest supported Fcode revision, along with
instructions on howto install it, are available on the JNI website,
http://ww.jni.com

root# <inpl enment Fcode upgrade instructions fromJN).

root # reboot

Step. 6 At this point, we are ready to go to the Enterprise
Connectrix Fabric Manager (ECFM and performthe follow ng tasks: (1)
Verify that each hba card successfully | ogged into the Connectrix port
to which it is attached, (2) correlate each hba instance (i.e. fcaw0,
fcawl,...) with the physical JN fibre card and port it represents and,
(3) create Connectrix zones which |ink hba ports to Symmetrix FA ports
that have visibility to the VCM dat abase and gat ekeepers.

To do these things, we nmust first determine the World Wde Number (WWAN)
of each JNI card instance we have installed. W do so by searching for
the string “fca” and “WA’ in the /var/adn nessages file, as shown

her e:

root# grep "fca" /var/adm nmessages | grep WW
Dec 3 11:45:57 enctest03 uni x: fcawd: Fibre Channel WW:. 200000e069c00618
Dec 3 11:45:57 enctest03 unix: fcawd: Host: Port 201413 (WAN 200000€069c00618)

Lol
Dec 3 11:45:57 encttest03 uni x: fcawl: Fibre Channel WW 200000e06ac00210
Dec 3 11:45:57 enctest03 uni x: fcawl: Host: Port 201413 ( WAN 200000e06ac00210)

From t he out put above, we see that instance 0 (fcawQ) of the fibre
cards owns WAN “200000e069c00618”, while instance 1 (fcawl) of the
fibre cards owns WAN “200000e06ac00210”. Make a note of these
associations, along with simlar instance nunber to WAW nunber

associ ations of any other JNI card instances that may exist. Arnmed with
this information, we are prepared to go to the ECFM A U and performthe
st eps noted above.
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Step. 7 Ei ther through fibre cable |abels, or by cable tracing,
establish where each hba port is connected to on the Connectrix. Once
you have done that, it is easy to determ ne whether a hba port has
successfully logged into its Connectrix port, by exam ning the status
of that Connectrix port’'s LED on the ECFM GUI. A solid or blinking
GREEN LED i ndi cates successful 1ogin.

Clicking on that same port displays a properties dialogue box for
it which, anbong other things, reveals that ports WAN, as well as the
WAN of the hba port attached to it (also known as the attached port
WAN). Fromthis information, we can now associate the fcaw i nstance
nunber to its physical JNI card/port location, by tracing the cable
back to the hba card and port. (Note: if you famliar with Solaris
devi ce paths, and the POST probe order of the hardware, you can
deternmine this relationship without the assistance of the ECFM GUI .)
For your records, make a note of all fcaw instance nunber to JNI
card/ port | ocation associations.
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Step. 8 Next, for each hba port (JNI card), we create a Connectrix
zone which links that hba port to the Symmetrix FA port which (via the
EMC bin file) has been given visibility to the Volunme Logi x VCM

dat abase and gat ekeepers. Generally each hba port will be used to
exclusively communicate with, and nanage its own Symmetrix, but this is
not a requirenment. A single hba can conmunicate with, and namnage
several Symmetrix devices as |long as (through the Connectrix), that hba
has visibility to the VCM dat abase & Gat eKeeper hypervol unes of each of

those Syms., and the sd.conf entries for that hba is properly
configured (nmore on how to do that soon).
To properly set up the zones, you will need to gather the

information specified in the following table for each Symetrix. This
information is usually provided in the EMC zoni ng port guide. (Note:
The last four rows of information are actually not needed for the

creation of zones; we request them here because they will be needed for

tasks that conme later on in the discussion).

Once the above information is conpiled, you can create the necessary

zones using the ECFM GUI .

For

User’s Cuide (P/N 300-600-004).

beyond the scope of this docunent.
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Instructions on how this is done,
to section 5.5 (page 122) of the Enterprise Fibre Channel

refer
Di r ect or

I ncl usi on of those instructions here is

Page 7 of 7

(Per haps an appendi x however;

TBD)

Synm 00 Connectri x | Connectrix | Connectrix | Attached Port | FA Port
Sw # [ 0] 1] Port # Port WAN# WAN# #
VCM &K FA Port
HBA f caw0
LUN # Hyper | D#
Gat eKeeper 1 Hyper 240
Gat eKeeper 2 Hyper 241
Gat eKeeper 3 Hyper 242
Vol Logi x Hyper 0
Synm 01 Connectri x | Connectrix | Connectrix | Attached Port FA Port
Sw # [ 0] 1] Port # Port WAN# WAN# #
VCM &K FA Port
HBA f cawl
LUN # Hyper | D#
Gat eKeeper 1 Hyper 240
Gat eKeeper 2 Hyper 241
Gat eKeeper 3 Hyper 242
Vol Logi x Hyper 0
Synm NN Connectri x | Connectrix | Connectrix | Attached Port FA Port
Sw # [ 0] 1] Port # Port WAN# WAN# #
VCM &K FA Port
HBA f cawN
LUN # Hyper | D#
Gat eKeeper 1 Hyper 240
Gat eKeeper 2 Hyper 241
Gat eKeeper 3 Hyper 242
Vol Logi x Hyper 0
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Step.9 At this point, we need to make entries in the

/kernel /drv/sd.conf file. These entries qualify what resource(s) a
particul ar instance of a JNI device should probe for and, if present,
how to configure a Solaris device node for it. (Note: it is legal, and
al nost al ways necessary, to have nmultiple sd.conf entries associated
with the same JNI device.)

For exanple, the following entry tells instance 0 of the JNI device,
fcaw0, to probe WAN address “50060482bcc2edc2” (a Symretri x FA port in
our case) for a disk device (hypervolune) assigned to LUN 4 (as set by
the EMC bin file); if found, configure a Solaris device node for it
with a target of 3:

| nane="sd" class="scsi" target=3 |un=4 hba="fcaw0" wwn="50060482bcc2edc2"; |

So the Solaris device configured for this entry will |ook |ike

“cW 3d4sZ”. Note that, though other LUN s may exi st at WAN address
“50060482bcc2edc2” (say LUN 6), the configuration |ine above does not
ask the fcaw0 instance to configure a device for it. That requires a
separate configuration line. Simlarly if, through the Connectrix
switch fabric, fcaw0 had access to another LUN 4 device, but at a

di fferent WAN address (say “50030482bc22edb7”), no device woul d get
configured for it either. Again, that would require a separate
configuration |ine.

Note that the controller nunber (c#) of a device is determ ned by
Solaris, while the LUN nunber (d#) of a device is deternm ned by the EMC
bin file. The target nunber(t#) is deternmi ned by the user via the
“target=" sd.conf directive, and is a feature known as persistent

bi ndi ng.

Now t hat we understand the purpose of, and effect these sd.conf entries
have on device configuration, we will go ahead and add entries that

i nstruct specific JNI device instances to configure Volune Logi x VCM
and Gat eKeeper hypervol une devices for the Symetri x bei ng managed
through that JNI device instance.
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Bel ow we provide an exanple of a systemwith two JNI fibre cards (two
fcaw i nstances). Each fcaw instance is used to exclusively manage one
of two Symmetrix. The FA port on SymmDO which has visibility to the

Vol ume Logi x dat abase and Gat ekeepers, is accessible by fcawd. The WAN#
of that FA port is “50060482bcc2edc2”. Simlarly, the FA port on SymmDl
which has visibility to the Volunme Logi x database and Gat ekeepers, is
accessi ble by fcawl. The WAN# of that FA port is “50030482bc22edb7”. In
both cases, the LUN nunmber of the Vol une Logix database is 0 (in fact,
this is mandated by EMC engi neering and is always set as such in the
bin file). By convention, EMC begins the LUN nunbers (d#) of the

gat ekeeper devices at 240, and increments fromthere. This strategy
provi des hinting conmon across all sites. Finally, we chose the user
definable target for each of these LUNs to be 16. W choose 16 (or

hi gher), to provide a hint that these are fibre devices, since
traditional non-fibre SCSI devices can only assune target values fromO
to 15, inclusive.

# JNI Fibre Controller 0O

# Entry so that the host sees the Vol une Logi x database. The Vol une Logi x
# dat abase hypervolunme LUN is set by EMC, and is al ways O.

# Persistent binding allows the Target to be user defined,

# but it is usually set to 16 or above for hinting purposes.

name="sd" class="scsi" target=16 |un=0 hba="fcaw0" wwn="50060482bcc2edc2"

# Entry for gatekeepers which OpenSynm Manager will use.
name="sd" class="scsi" target=16 | un=240 hba="fcawd" wwn="50060482bcc2edc2"
name="sd" class="scsi" target=16 |un=241 hba="fcaw0" wwn="50060482bcc2edc2"

# JNI Fibre Controller 1

# Entry so that the host sees the Vol une Logi x database. The Vol une Logi x
# dat abase hypervolunme LUN is set by EMC, and is al ways O.

# Persistent binding allows the Target to be user defined,

# but it is usually set to 16 or above for hinting purposes.

name="sd" class="scsi" target=16 | un=0 hba="fcawl" wwn="50030482bc22edb7"

# Entry for gatekeepers which OpenSymm Manager w || use.
name="sd" cl ass="scsi" target=16 | un=240 hba="fcawl" wwn="50030482bc22edb7"
nane="sd" cl ass="scsi" target=16 | un=241 hba="fcawl" wwn="50030482bc22edb7"

Once you have conpleted editing the sd.conf file, you can performa
syntax check using the “canal” utility that comes with the JNI fcaw
package (JNI fcaweMC. pkg) located in /opt/JNIfcaw. It's usage is as
fol |l ows:

[ root# /opt/JNIfcaw canal /kernel/drv/sd.conf

Step. 10 Perform a reconfiguration reboot to configure Solaris
devi ce nodes for the VCM hypervol unes.
[ root# reboot -- -r

(Note: The gatekeepers are not visible at this stage; however, we have
made the necessary sd.conf nodification for themin advance, so we are
prepared when they are finally made visible by Volunme Logix).
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Once the reboot conpl etes, check the /var/adm nessages file to verify
that each hba instance successfully | ogged into the fabric and that the
link is operational; then check the output of the format(1M command
(or the /dev/(r)dsk directory) to see if device nodes for the VCM
hypervol unes were created (again, the gatekeeper devices are not

avail abl e at the stage):

root# egrep “fcawO|fcawl” /var/adm nessages

[...]

De 3 11:45:57 enctest03 uni x: fcawd: Target 16 Lun 0: Port 201el3
(WAN 50060482bcc2edc2) ready.

[...]

De 3 11:45:57 enctest03 uni x: fcawl: Target 16 Lun 0: Port 206el4
(WAN 50030482bc22edb7) ready.

[...]

root# formt

[...]

4. c2t16d0 <EMC- SYMMETRI X-5265 cyl 14 alt 2 hd 15 sec 64>
/ sbus@4, 4000/ fi bre-channel @/ sd@l1, 0

[=ca]

6. c3t16d0 <EMC- SYMMETRI X-5265 cyl 14 alt 2 hd 15 sec 64>
/ sbus@4, 4000/ fi bre-channel @/ sd@l1, 0
[...]

<Label the Vol une Logi x Dat abase Hypervol umes Nowi ! !>

As with any other EMC hypervol unme, the Vol ume Logi x dat abase

hypervol unes will not be | abel ed when they first appear. The Vol une
Logi x software (i.e. fpath) does not care whether the Volunme Logi x

dat abase hypervol unes are | abel ed, but we | abel them anyway to
elimnate the "Wong Magi ¢ Nunber" system warni ng nessages associ at ed
with non | abel ed disks. Be sure to | abel them now. Once you initialize
the VCM dat abase with the "fpath initdb" command (which we'll get to in
a nonment), the VCM dat abase hypervol unes becone read-only to everything
except the Volune Logix "fpath" command (which means you'll no | onger
be able to | abel those disks; Volunme Logix will work fine, but you'll
have to live with those pesky "Wong Magi ¢ Nunber” nessages forever).

Step. 11 We are ready to install the Volunme Logi x Dat abase
Management Software. Currently it ships as the tar file

adm n.solaris.2.0.tar. Assuming the tar file exists in /tnp, you can
install it using the follow ng procedure:

root# nkdir -p /opt/symmpps/vcm
root# cd /opt/symmapps/vcm
root# tar -xvfp /tnp/adnin.solaris.2.0.tar
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Step. 12 Finally we can initialize the Volune Logix database and
begin to use Vol une Logi x to authenticate conmuni cati ons between host
hba's (i.e. specific JNI ports on specific hosts) and hypervol unes
(i.e. specific hypervolune, on specific FA ports, on specific Symrs.).

The first step is to initialize the Volunme Logi x database on each Synm

root# cd /opt/symmapps/vcm
root# fpath initdb -d c2t16d0s2
[...]

root# fpath initdb -d c3t16d0s2
[...]

Note: This Is a very destructive command. It deletes ALL Synm hypervolume to
hba aut henti cation associations previously created. Use with caution.

Next, we issue fpath conmands to authenticate conmunications between
certain host hba's and certain Symetrix hypervol unes over certain
Symmetrix FA ports. Qur first stop?... (1) authenticating comrunication
between fcaw0 on this machi ne and Gat eKeeper hypervol umes on the SynmD0
FA port set aside for that fcaw0 port and (2) authenticating

comuni cation between fcawl on this machi ne and Gat eKeeper hypervol unes
on the SymmD1 FA port set aside for that facwl port. Assuming that this
SymmD0O FA port number is 14b, and that this SymmD1 FA port nunber is
13b, and that the respective Gat eKeeper hypervolune ID s are identified

in the follow ng table,

Symm 00
LUN # Hyper | D#

Gat eKeeper 1 Hyper 240 155

Gat eKeeper 2 Hyper 241 156

Gat eKeeper 3 Hyper 242 157

Symm 01

LUN # Hyper | D#

CGat eKeeper 1 Hyper 240 178

CGat eKeeper 2 Hyper 241 179

CGat eKeeper 3 Hyper 242 180

here is how it is done:

root# ./fpath adddev -d /dev/rdsk/c2t16d0s2 -w 200000e069c00618 \

-f 14b -r "155- 157"
root# ./fpath adddev -d /dev/rdsk/c3t16d0s2 -w 200000e06ac00210 \
-f 13b -r "178-180"

root# ./fpath refresh —d /dev/rdsk/c2t17d0s2; (commit changes)
root# ./fpath | sdb —d /dev/rdsk/c2t17d0s2 (confirm changes)

Step. 13 Perform a reconfiguration reboot to configure devices for
the (now accessi bl e) GateKeeper devices.
[root# reboot -- -r |
Wth GateKeepers now available to the system we can now install the
EMC Open Symmetri x Manager base and add-on conponents, as well as any

ot her EMC managenent software that use GateKeepers.
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